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Do you need internal controls if everyone is 
completely honest?
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controls?
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Fiscal Services & Purchasing

Fraud 

(It Will NEVER Happen To Us)
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1. Fraud Examination For Managers and 
Auditors

2. Occupational Fraud and Abuse

1. Fraud Examination For Managers and 
Auditors

2. Occupational Fraud and Abuse

Recommended Desk References

FRAUDFRAUD
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MisappropriationMisappropriation

TheftTheft
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Examples of FraudExamples of Fraud

• Duplicate or Fictitious employees/vendors

• Bid Splitting and Big Rigging

• Purchase order limit fraud i.e. < $15,000

• Kickback Schemes or “Pay To Play” 

• Subversion – Using an approved vendor to buy 
through and from another vendor. “Creates 
Collusion and/or Conspiracy” –
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• Paying Vendors “Buddies” For No Work 
Product. i.e. work not really done and/or invoice 
does not support the work

• Purchasing or Taking Supply Items For Personal 
Use

• Unsubstantiated / Falsified Travel Expenses

• Falsified or Exaggerated Attendance

• Not Recording Vacation or Sick Time Off
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does not support the work
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• Unsubstantiated / Falsified Travel Expenses

• Falsified or Exaggerated Attendance

• Not Recording Vacation or Sick Time Off

• Personal business while on work time.

• Falsifying invoices to pay a supplier who will 
then credit the payment to another vendor 
customer account. (Diversion of funds)

• Theft of Time: Call in sick but your Facebook 
post has pictures of you having a great time at the 
lake. (Most time cards state that you attesting that 
the statement is true and accurate. If you say you 
are sick and you are not, it is fraud.)

• Kickbacks
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• Falsifying time cards even for a few minutes is 
fraud.  (Remember, even if your manager signs 
your falsified time card, it is still a fraud that you 
committed.) 
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your falsified time card, it is still a fraud that you 
committed.) 

What Do the preceding issues have in common?

(Hint: Are they “Outside or Inside” jobs?
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XYZ Community College District 
FCMAT Extraordinary Audit
Potential Fraudulent Activities

On June 8, 2006, the president gave instructions to make sure that the SAAM 
was followed when performing attendance calculations yet by January 5, 
2009, another email instructs staff to begin to correct "the Datatel problem" 
of over reporting. On June 23, 2009 in an email to senior administrators, the 
president admitted to knowing about the FTES issue, and furthermore knew 
that the incorrect methodology used to report student attendance had been in 
place for four to five years with an error rate of 2 — 4%.
Concealing the FTES error from the Chancellor's Office for such an extended 
period of time and repetitively signing and certifying the apportionment 
attendance report form CCFS-320 as true and accurate established a 
repetitive history of misrepresenting the reporting of FTES.

Management's Fiduciary Duty 

The district's senior management administrators were in a position of 
trust, had a duty of care to act in the best interests or the institution, and 
did not conduct the business affairs of the college with the skill and 
attention that would normally be exercised by someone in a similar 
position.   
 
(MWA = This applies to Fiscal, Accounting, Purchasing, Payroll staff as 
well.) 

XYZ Community College District
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XYZ Community College District

Based on the documentation reviewed and information gathered by 
FCMAT there is sufficient evidence to demonstrate that the XYZ 
Community College Districts senior administrators may have knowingly 
committed a wrongful act, misrepresented the material facts, concealed 
the material facts, and did not exercise managements fiduciary duty of
loyalty and care.

Internal controls clearly are among the most important aspects of any 
fraud prevention program. Managers are in a position of authority and 
therefore have a higher standard of care to establish the ethical tone and 
serve as examples to other employees. Employees with administrative 
responsibility have a fiduciary duty to the organization in the course of 
their employment to ensure that those activities are conducted in 
compliance with all applicable board policies, laws, regulations, and 
standards of conduct.Management personnel are entrusted to safeguard 
the college assets and ensure that internal controls function as intended.

CASE STUDY

ALBOR CHARTER SCHOOL

“How Well Do You Know Your Vendors”

CASE STUDY

ALBOR CHARTER SCHOOL

“How Well Do You Know Your Vendors”
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Watch Those VendorsWatch Those Vendors
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What is MISAPPROPRATION OF 
FUNDS ?

What is MISAPPROPRATION OF 
FUNDS ?

“In law, misappropriation is the 
intentional, illegal use of the property or 
funds of another person for one's own use 
or other unauthorized purpose, particularly 
by a public official, a trustee of a trust, an 
executor or administrator of a dead 
person's estate or by any person with a 
responsibility to care for and protect 
another's assets (a fiduciary duty).”

Definition by Wikipedia via Google Search
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FRAUD
Black’s Law Dictionary defines 

fraud as:
“all multifarious means which human 
ingenuity can devise, and which are 

resorted to by one individual to get an 
advantage over another by false 

suggestions or suppression of the truth.  
It includes all surprise, trick, cunning or 

dissembling, and any unfair way by 
which another is cheated.”

What Ingredients Are 
Needed For Fraud?

How Many Ingredients?

What Ingredients Are 
Needed For Fraud?

How Many Ingredients?
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THREE INGREDIENTS 
NEEDED FOR FRAUD
THREE INGREDIENTS 
NEEDED FOR FRAUD

MOTIVEMOTIVE
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OPPORTUNITYOPPORTUNITY

ACCESSACCESS
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WHAT IS SO IMPORTANT 
ABOUT Motive, Opportunity, 
and Access???

WHAT IS SO IMPORTANT 
ABOUT Motive, Opportunity, 
and Access???

THINK ABOUT THESE “3” 
While Performing Your Duties
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• WHO HAS OPPORTUNITY ?
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• WHO HAS ACCESS?
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Revised Fraud Triangle
Source: Fraud Magazine – Beyond the Fraud Triangle

Perceived Financial PressurePerceived Financial Pressure

• Sudden financial shortfalls

• Living beyond one’s means

• Greed

• Poor credit standing and inability to obtain credit

• Unexpected significant medical expenditures

• Large education expenditures

• Family or peer pressure

• Gambling losses – (mobile home park example)

• Alcohol, drugs, extramarital affairs
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Perceived OpportunityPerceived Opportunity

• Poor internal controls

• Poor training

• Poor supervision

• Those who steal are not prosecuted

• Poor or ineffective anti-fraud programs & 
policies and procedures

• Management at the top are perceived as 
unethical.  An unethical culture.
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RationalizationRationalization

Psychologists like Cressey have taught that 
before the crime takes place, some type of 
morally acceptable behavior is necessary.  In 
other words, they must somehow justify their 
actions by thinking something like:

• This is just a loan and I’ll pay it back when I get 
paid.
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OPPORTUNITY AND ACCESS IS 
LIMITED with a Good System of 

What?

OPPORTUNITY AND ACCESS IS 
LIMITED with a Good System of 

What?

Access or No Access?Access or No Access?
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We have all heard the words 
“Internal Controls” over and over.  
Simple Internal Controls contribute 
to preventing fraud and reducing 
errors that look like fraud.
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Simple INTERNAL CONTROLS Help
Mitigate Fraud, Improve Protections 

against Motive, Opportunity, and 
Access, as well as help Shield 
Employees From Accusations of 

Fraud.

Simple INTERNAL CONTROLS Help
Mitigate Fraud, Improve Protections 

against Motive, Opportunity, and 
Access, as well as help Shield 
Employees From Accusations of 

Fraud.



04/08/2015

21

INTERNAL CONTROLS 
INCLUDE

An Organizational Culture that 
Promotes Awareness and Takes Fraud 

Seriously at All Levels
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Even if you believe management or 
others are not responsive or don’t care 

about internal controls, policies or 
procedures, it is your responsibility to 
stay vigilant and at least maintain your 

link in preserving internal controls.

Sometimes staff are not always 
privileged to know what is being 
discussed behind the scenes.
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DIFFICULT TO CATCH 
BUT BE AWARE  OF Other 

FRAUD

DIFFICULT TO CATCH 
BUT BE AWARE  OF Other 

FRAUD
• PARTS

• FUEL

• SUPPLIES

• REPAIRS
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SUPPLIES THEFTSUPPLIES THEFT

• WHISTLEBLOWER TIP

• GASOLINE STOLEN 

• SUPPLIES PILFERED 

• DRUGS INVOLVED

• WHISTLEBLOWER TIP

• GASOLINE STOLEN 

• SUPPLIES PILFERED 

• DRUGS INVOLVED

The Basic Big Picture of 
Internal Controls

The Basic Big Picture of 
Internal Controls

46
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Listen to your gut feeling about the 
purchasing process.

Make Sure Witnesses Sign Off on 
Counted and Receipted Funds.

Don’t county money alone.

Use a tamperproof deposit bag.
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Monthly Bank Reconciliations  
are prepared and completed before 
the next bank statement is received.  

Discrepancies are Resolved, and 
Corrections Approved During The 
Same Time Period.    
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Always Issue Receipts and Tie 
Receipt Numbers to Deposits.

Bank Reconciliation protocol’s 
apply to credit card statements and 
account reconciliations. 
(Confirm any charge that is out of 
the ordinary, unknown, or in even 
dollar amounts.)
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At Least TWO Individuals At ALL 
Times and Deposits Should be 
as often as possible.    
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No One Should Be Allowed To  
Walk Funds From Any Event      
Un-Escorted To The Safe or 
Bank. – Thieves Look For 
Opportunities. – If you are alone, 
who will believe you if you are 
robbed.   

No One Should Be Allowed To  
Walk Funds From Any Event      
Un-Escorted To The Safe or 
Bank. – Thieves Look For 
Opportunities. – If you are alone, 
who will believe you if you are 
robbed.   

All Financial and 
Reconciliation Reports Are 
Issued Timely and Within 
District Policy and Those Reports
are Reviewed and Signed Off
By The Fiscal Office or Designee.    
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Perform Unexpected Internal & External 
Reviews. - The Reviews Can Be Targeted  
Rather Than Reviewing Everything Every 
Time.

(Purchasing, and accounting staff know that 
surprise inspections and reviews not only protect 
them but also provide an opportunity to 
showcase how great they perform their 
responsibilities.)
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Make Sure Separate User ID’s, Alarm 
Codes, and Passwords are Issued To 
Each Accounting Software and 
System User.

Don’t forget to update and review your user 
access levels. You should only have 
computer access to the levels you are 
authorized to perform your duties.

(Too often the thief is protected because 
everyone is using the same program user 
name and/or password.)
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Case Study - Kick Back, Bid 
Splitting 

Case Study - Kick Back, Bid 
Splitting 

New Management at District Office Noticed    
Numerous Invoices just Under $15,000 Limit

District Began Analysis Of Invoice Contents 
& Discovered Discrepancies

District Retained Accountant to Review
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 Vendor was not using his real name and multiple 
aliases (Need to spend more time background 
checking vendors)

Vendor used another vendor’s FEIN

Vendor was alleged to have given cash kickbacks to 
Director of Facilities

Director of Facilities kept PO’s below bid threshold
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Kickback InterviewKickback Interview

When Things Go Bad.When Things Go Bad.
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Another Stash of CashAnother Stash of Cash

What are a few of the significant 
WARNING SIGNS to look out for 
that can lead to or signal Fraud ???
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1. Increased activity or 
excessive use of purchases 
below bid threshold…

1. Increased activity or 
excessive use of purchases 
below bid threshold…

2. Excessive accommodations 
for change orders…

2. Excessive accommodations 
for change orders…
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3. Vendors/contractors given 
access to other 
vendor/contractors 
proposals/bids…

3. Vendors/contractors given 
access to other 
vendor/contractors 
proposals/bids…

4. Bank reconciliations are 
several months behind…

4. Bank reconciliations are 
several months behind…
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5. Bank reconciliation errors…5. Bank reconciliation errors…

5a. Outstanding deposits are 
carried forward…

5a. Outstanding deposits are 
carried forward…
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5b. Numerous voiding  
transactions and error  
corrections that usually do    
not have any supporting 
documentation or reasons    
for such entries…

5b. Numerous voiding  
transactions and error  
corrections that usually do    
not have any supporting 
documentation or reasons    
for such entries…

6. Numerous adjusting journal entries 
and/or those entries do not provide 
explanations and are missing 
written authorization…

6. Numerous adjusting journal entries 
and/or those entries do not provide 
explanations and are missing 
written authorization…
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I really need a pair of shoesI really need a pair of shoes
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Thank You For Attending


